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Briefing/User Agreement/Authorization

	NAME (LAST, FIRST, MIDDLE INITIAL)
	RANK/GRADE
	PRD

	     
	     
	     


PRIVACY ACT STATEMENT

Authority:  Executive Order 10450, 9397; Public Law 99-474; the Computer Fraud and Abuse Act; 5 U.S.C Statute 301; 10 U.S.C. Part II; 14 U.S.C. Chapter 11; UCMJ; DOD 5500.7R, Joint Ethics Regulation; CJCSM 6510.05, SECNAVINST 5239.3A, DON Information Assurance (IA) policy, and E.O. 9397

Disclosure:  The information above may be used to identify you and may be disclosed to law enforcement authorities for investigating or prosecuting a violation of the law.  Disclosure of information is voluntary; however, failure to disclose information could result in denial of access to Command and Control (C2) Systems.

COMMAND & CONTROL (C2)/COALITION/NATO USER BRIEF

1. SCOPE. 
a. This briefing applies to all personnel who have access Command/Control (C2) Systems. C2 Systems includes all workstations (local and remote), servers, IS resources, peripherals (printers, tape drives, external memory, etc), and communications systems (including FAX and telephones) connected to SIPRNET.
NOTE: WHEN USING SIPRNET THE USER MUST ENSURE COMPLIANCE WITH ALL EXISTING DOD AND DON SECURITY PROCEDURES STATED IN THE FOLLOWING REFERENCES.  REQUESTOR MUST INITIAL EACH STATEMENT AFTER READING AND CONCURRING WITH STATEMENT.
b. SECNAVINST 5239.3A,”Department of the Navy Automated Information Systems (AIS) Security Program.”

c. SECNAVINST 5510.30A,”Department of the Navy Information and Personnel Security Program Regulations.”

d. SECNAVINST 5510.36W,“DON Information Security Program Regulation”
e. DOD 5200.28-M,”AIS Security Manual.” 

2. NATO.    
a. The procedures outlined below, based on NATO security regulations are for the purpose of briefing all personnel who will have access to COSMIC Top Secret, NATO Secret, NATO Confidential and NATO Restricted information.  __________
      9.        CLASSIFICATION OF NATO INFORMATION
a.    NATO information may be classified Top Secret, Secret, Confidential or Restricted.  The definitions of the first three terms are similar to those of the U.S. classification.  Restricted is a security classification grading applied by NATO to information and material that requires security protection but less than that required for confidential.  __________
  10.       TYPES OF NATO INFORMATION
a.   The United States has a number of types of classified defense information; so has NATO.  One is called   ATOMAL, a term used to designate “Restricted Data” or “Formerly Restricted Data” provided by the United States and the United Kingdom t other NATO components.  A second is NATO NON-ATOMAL classified information.  __________
     11.       NATO MARKING

a.   The word NATO is a marking which signifies that the document:

I. Is the property of NATO and if bearing a security classification may not be passed outside of the NATO organization except by the originator or with his consent.  __________
II. If bearing a security classification, is subject to the security protection set forth in NATO security regulations and outlined in these procedures.  __________
      12.      APPLICATION OF NATO MARKING
a.   The marking “NATO” will be applied only to copies of Secret, Confidential, Restricted and unclassified documents prepared for circulation with NATO.  Under no circumstances should it be applied to United States Agencies.  __________
b.    NATO Secret and NATO Confidential documents must be typed, translated and reproduced only by those persons with appropriate security clearances and otherwise authorized to have access to NATO classified information.  __________
      13.      PERSONNEL SECURITY CLEARANCE
a.   Personnel who are to have access to NATO Secret or NATO confidential information must first be cleared for access to an equivalent level of U.S. classified information.  Personnel who are to have access to NATO Restricted information must be made aware of the appropriate NATO Security Regulations and the consequences of negligence.  __________
      14.       ACCESS TO NATO CLASSIFIED INFORMATION

a.   Access to NATO classified information must be confined to those individuals who need the information in the performance of official duties.  No person is entitled solely by virtue of rank or appointment to have access to NATO classified information.  In every case the “need-to-know” must be established and will be determined by the individual having possession or control of the information involved; the determination will not be made by the prospective recipient.  __________
      15.       SECURITY HAZARDS 

a.   All persons with access to NATO classified information should realize that security may be endangered through indiscrete conversation and through relationships with the press and other public information media.  __________
b.   An equally serious threat is posed by the activities of a hostile Intelligence activity, which has been known to utilize the social contacts between NATO personnel and nationals of communist countries.  All contacts with nationals of communist countries outside the scope of their regular duties; and report any approach or maneuver, which appears to be motivated by hostile intelligence.  __________
       16.      BREACHES OF SECURITY

a.   NATO classified information may be compromised as a result of carelessness, negligence, or indiscretions and may be the action of hostile intelligence or subversive organizations.  __________
b.   The dangers of indiscreet conversation cannot be overemphasized.  It is very important that any breach of security, which may come to an individual’s attention, is at once reported to the appropriate security authority of the organization in which he is employed.  Similarly, the security authority should be notified immediately whenever a document is believed lost, missing, or compromised; or when compromise is suspected.  __________
c.   It is expected that disciplinary action will be taken against any individual who is responsible for the unauthorized disclosure or other compromise of NATO classified information.  
d.   Access to NATO documents (known as Special Categories documents) requires a full understanding of the OPNAVINST 5510.101C.  __________
e.   All NATO documents, unclassified and classified are controlled by the NNSOC NATO Control Officer with a Chain Receipt System.  __________
f.   Destruction of NATO documents by any holder is not authorized; consequently all special categories of documents will be returned to the NNSOC NATO Control Officer when no longer needed, for further disposition.  Changes to NATO are made only at the Navy Department Sub-Registry (OP-0983F).  __________
Publications of these classifications held by this Command are required to be returned for a short period of time whenever changes occur.  Other changes may be made by the holder and the superseded pages returned to the NNSOC NATO Control Officer in the case of warfare pubs.  No copies or extracts may be made from any of these special category documents without a written request from NNSO NATO Control Officer to the Sub-Registry in each instance.

       17.
    STATEMENT OF UNDERSTANDING

a.  I acknowledge having read this security briefing, and shall comply with all of its provisions.  __________

b.  I understand that violation of the provisions of this briefing may result in: (1) a degradation of the operational capability of this command;(2) the compromise of classified information; (3) criminal prosecution under the Uniform Code of Military Justice and/or the United States Code; (4) administrative action including termination of employment of civilian employees; and (5) revocation of my SIPRNET access.  __________
c.  I further understand that I am responsible for complying with the instructions, procedures and requirements set forth in the SIPRNET user’s guide.  __________

Signature: ___________________________________
Date: ___________________

Printed Name: _______________________________ 
SSN: ___________________     

Rate/Rank: ___________________________________
Telephone: _______________

Organization: _________________________________
Dept: ____________________     

Systems: (check all that apply)  _____GCCS-M 3.X      _____GCCS-M 4.X      _____GCCS-J 3.X                 
        _____GCCS-J 4.X        _____NSWAN             _____JRE

        _____C2PC                  _____FASTC2AP        
The above member has the need for Command and Control (C2) Coalition access and I am aware that an account is being created for them.

_________________________________________________



                                                                                    PRINTED NAME OF USER’S DEPARTMENT HEAD




_________________________________________________




SIGNATURE OF USER’S DEPARTMENT HEAD 

____________________________________________________
USER’S SECRET CLEARANCE VERIFIED

SECURITY SYSTEM OFFICER (CNE-C6F) PRINTED NAME

____________________________________________________

USER’S SECRET CLEARANCE VERIFIED

SECURITY SYSTEM OFFICER (CNE-C6F) SIGNATURE
__________________________________________________________
USER’S NATO SECRET CLEARANCE VERIFIED IF APPLICABLE

SECURITY SYSTEM OFFICER (CNE-C6F) PRINTED NAME

__________________________________________________________

USER’S NATO SECRET CLEARANCE VERIFIED IF APPLICABLE

SECURITY SYSTEM OFFICER (CNE-C6F) SIGNATURE
CNE-C6F INFORMATION ASSURANCE MANAGER

(IAM)_______________________________________________________

NCTS NAPLES INFORMATION ASSURANCE MANAGER

(IAM)_______________________________________________________

C2 COALITION  ADMINISTRATOR

_____________________________________________________________







