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1

Introduction and Overview

1.1

Welcome to WESS

The Web-Enabled Safety System (WESS) is the Naval Safety Center's on-line reporting and

data retrieval system.

1.3

Allows users to submit initial Class A and B notifications to the Naval Safety Center.
Allows users to report mishaps and hazards on-line.

Allows users to update investigation reports as needed and provides a central log of all
reportable incidents.

Provides users with a query tool to retrieve canned and ad-hoc reports and logs.

Mishap Investigation, Reporting and Recordkeeping

Mishap investigation is one of the fundamental tools to ensure a safe and healthful
working environment for Navy and USMC military and civilian personnel.

Record-keeping and reporting is vital to provide safety information to the Department of
the Navy (DoN) and the Department of Defense (DoD).

These records and reports are required by federal law and provide information to identify
unsafe acts and conditions and to apply corrective or preventive measures to preclude
recurrence.

WESS — The Web-Enabled Safety System — provides an on-line, interactive, electronic
means of managing mishap information and consolidating all types of incidents into one
consolidated database at the Naval Safety Center.

Prior to WESS

All communities reported mishaps and hazards to the Naval Safety Center via Naval
Messages or other hard copy forms.

Incident reporting via message or hard copy involved a significant administrative burden,
was labor-intensive and resulted in a time lag due to reporting delays or periodic bulk
data submissions.

Nearly all customers had to ask for data. The majority of mishap analysis had to be or
could only be performed by the Naval Safety Center staff.

Advantages of WESS
Meets VCNO’s web-enabled requirement.

Provides real-time interactive reporting and data retrieval.

Consolidates all mishap types into one electronic database
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Eliminates need for redundant local data entry systems — All reportable mishaps must be
reported using WESS, which allows one central location of all reported incidents.

Allows real-time, rapid retrieval and download of data so activities can perform their own
analyses.

Purpose of WESS

All reportable mishaps are transmitted electronically to the NAVSAFECEN mishap
database.

Besides material damage, fatalities and disability mishaps, data must also be collected on
lost work time, no lost work time, light, limited, and restricted duty injuries and
occupational illnesses.

WESS standardizes mishap reporting procedures and safety record-keeping requirements
across all mishap types, environments and activities.

Scope of Mishaps Reported in WESS

Class A, B, C and D military and civilian on-duty mishaps, and Class A, B and C military
off-duty mishaps.
Class A, B, C and D injuries and occupational illnesses that involve medical treatment
beyond first aid, loss of consciousness, and/or days away from work, as well as light duty
or limited duty for on or off-duty military personnel, or days of job transfer or restricted
work for on-duty civilian personnel.
Class A, B, C and D government material or property damage mishaps. This includes
property damage caused by a government evolution, operation, equipment or component
part(s) to other government or non-government property.
Other Reportable Mishaps - including:
0 Inpatient hospitalization of 3 or more personnel (single mishap), beyond
observation and/or diagnostic care - SIB required
0 Injury (beyond first aid) or death of non-DoD personnel as the result of a DoD
operation, evolution, or while onboard any naval vessel
0 PT/PFT/PRT (onset began during or within 1 hour after event)
GMYV or GVO vehicle mishap causing > $5K damage or injury
0 All motor vehicle mishaps in which the use of alcohol was a contributing
factor
0 Air Cargo/Parachute/HRST
0 Ordnance (live fire mishaps, ordnance impacting off range) - Class A and B
require an SIB
0 Friendly Fire incidents - Class A, B and C require an SIB
0 Negligent weapons discharge causing injury (beyond first aid) or death
0 Altercations, attack, or assault, incurred in the performance of official duties
(e.g., SP, MP, medical personnel, etc.)
0 Diagnosed occupational disease (cumulative trauma disorder, musculoskeletal
disease)
0 Occupational TB exposure
0 Contractor mishaps (Supervised by DoD)

@]
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0 Diving (e.g., hyperbaric treatment, CNS, oxygen toxicity, POIS, etc.)

0 Hearing Loss (work-related Significant Threshold Shift (STS) as determined

by competent medical authority)

0 Heat or cold related injuries (On-duty)

0 Work-related needle sticks (Sharps) with suspected infectious material

0 Afloat mishaps involving on or off-duty DoD personnel, or any non-DoD

personnel

0 Afloat Collisions, Allisions, Groundings, Flooding, and Fires regardless of

cost

0 Afloat electrical shocks

0 Man-overboard with injury
Reportable Hazards (HAZREPs) - including:

0 All identified hazards, near misses, or non-reportable incidents where
information is valuable if shared with command, community of interest or all
Navy/USMC
Hazards with severity of RAC 1 or 2
Friendly Fire incidents < Class D threshold
Negligent discharges without injury or death
Man-overboard underway without injury or death
All other electrical shocks without injury or death
Property damage or injury < Class D threshold

O O0OO0OO0OO0OO0

Characteristics of WESS

WESS is menu driven - actions are listed in a menu tree format

WESS will automatically tailor the data elements required for entry based on the selected
classification, type of mishap, and activity utilizing a Turbo-tax type logic.

Access to the system is controlled by approved PKI-associated accounts. Only command
authorized users may add, modify, delete, release or retrieve mishap report data.

Activities, through their Safety Authorities (SAs), will manage WESS account requests,
access, notifications, release authority, routing and report permissions (e.g., review,
endorsement, etc.).

WESS output includes user-based data reports such as the OSHA Injury & Illness Logs,
and Annual Summary reports.

Data may be downloaded by the user for analysis.

Navigating WESS

Users may navigate through a report using the directory tree.

Training Modules provide for details and properties of the Entry tools, e.g. Radio
Buttons, Check Boxes and Drop Down Menu Boxes.

To assist in preventing data loss due to local computer failure or loss of electrical power
the report is saved as the user advances to the next screen.

Users may stop, log out, re-enter WESS at a later time and continue where they stopped
in a data entry process by accessing the report under their draft folder.
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Users can create templates with routine information to streamline reports - pre-populate
UIC/RUC/MCCs, POC info, locations, etc. With the use of templates, users should be
sure the document has the information that is pertinent to future reports to simplify the

entry and avoid redundancy. If not used correctly, a template can cause validation
problems with the report.
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2 How to Access and Setup an Account

2.1 Access to WESS

To either request an account or to log into the system utilize the following link:
http://www.public.navy.mil/navsafecen/Pages/wess/WESS.aspx. See Figure 1 below showing
the Log In button where you can access the WESS Application through the NAVSAFECEN

website.

Figure 1
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2.2  WESS Permissions

After clicking the Log In button displayed in Figure 1, the user will need to be authenticated to
access the WESS application from the use of the Common Access Card (CAC). Figure 2 should
display immediately after clicking the Log In button. If the system fails to authenticate the user,
the user will not be allowed access to the WESS Application. (Note: Be sure the user is utilizing
their own CAC to access WESS)

Figure 2

Note — the user can select either certificate.
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Figure 3

Figure 3 is to acknowledge you are entering a U.S. Government website.

After the warning statement, the system will then take the user to the WESS login page. From
the login page the user will either enter the system, if a WESS account is active for the CAC in
the system, or the user will receive the form to request an account if an account is not located in
the system.
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Figure 4
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Figure 5

Figure 5 illustrates the terms and conditions of using the WESS Application, and is the first
screen to appear when the system does not detect an active or pending account. If the system has
a pending account, the user should receive a message advising the account is pending approval.
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Figure 6

The user will need to complete the new user account registration form, as seen in Figure 6. The
user should expect an email verification message if the request was submitted to a WESS
Administrator for access.

10
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Figure 7

11




WESS USER GUIDE

Figure 8
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Figure 9
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Figure 10

On the next page (see Figure 10) you will be able to select the subsystems you wish to access in
the application. DJRS is for the Dive and Jump communities. Shore is used by the Shore and
Ground communities, as well as all other communities to report off-duty mishaps. Afloat is used
by the Afloat community. Aviation is used by the Aviation community. Your access controls
what you are able to review within the WESS system as well as what you will have permissions
to submit in the system.

14
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Figure 11

The user must select one of the Subsystems to avoid receiving an error which will stop the
process of requesting the WESS account. Figure 12 illustrates what the user will receive if a
Subsystem is not selected.

15
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Figure 12

Once the user has completed the form and selected the Subsystem of their choice, the customer
will then receive a dialogue box showing the message illustrated in Figure 13.

16
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Figure 13
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The user can then close the window of that message — see figure 14 as an illustration of this step.

Figure 14

18
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The user should then receive an email from the system’s email generator account (safe-
wessadmin@navy.mil) verifying the email address that will be associated to the WESS account.
See Figure 15, which illustrates a sample email verification message sent.

Figure 15

Once again after clicking the email verification link, you will have to be authenticated by the
WESS application to verify your email address. The system is connecting via an SSL connection
which requires authentication each time you log into the system or move from one module to
another in some cases. This will be described as each situation prompts authentication
throughout this document. See Figure 16 as an illustration of authentication of the email address.

19
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Figure 16

20
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Figure 17 displays a confirmation message showing the email verification process completed
successfully.

Figure 17

After a user requests the account and attempt to click the Login button again from the website at
http://www.public.navy.mil/navsafecen/Pages/wess/WESS.aspx (see Figure 1), the user will then
receive an error message stating the account is pending email verification. The system is
designed such that the user should receive the email verification message within minutes after
completing the account request. See illustration of error message in Figure 18.

21
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Figure 18

After the email has been verified successfully, the account will then be forwarded to the
Authorities for approval. The first authorizing role is the Safety Authority (SA). Any requests
for WESS accounts from a command or activity will go through the SA for endorsement and
selection of the appropriate permissions. The request will then be forwarded to
COMNAVSAFECEN for approval and account creation. This person receives the SA role by
submitting a request via message, or by letter (on command letterhead) via email or fax to
NAVSAFECEN. A sample SA letter and message can be accessed at the following links
http://www.public.navy.mil/navsafecen/Documents/WESS/Sample WESS SA_Letter.doc.
http://www.public.navy.mil/navsafecen/Documents/ WESS/Sample_ WESS SA_ Msg.doc. Then
once the SA approves the request, the system forwards the request to the Delegated Authority
(DA) at the Naval Safety Center. The DA is an internal NAVSAFECEN WESS user with
special privilege to review all request for that subsystem and approve or reject before the account
is sent to the WESS Administrator (WA) for creation. After approval from the DA, then the WA
creates the account and the user will receive an email stating the account request has been
approved for the Subsystems requested. See Figures 19, 20 and 21 as an illustration of these
steps.

22
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Figure 19

23
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Figure 20

24
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Figure 21

There are instances when the user is not sure of the status of their account so they go to the site
and try to log in. When the user attempts to login and the account is in a pending status, the user
will receive an error message (see Figure 22 below).

25
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Figure 22

Once the account has been approved by all the authorities, the user will receive an email stating
the account is active and listing the Subsystem(s) that the user should have access to within the
WESS application. See Figure 23 as an illustration of this message.

26
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Figure 23

2.3  Safety Authority Responsibilities
The Safety Authority (SA) is a WESS sser (account holder) with the command designated

authority to establish and manage WESS accounts for other users within a single
command/activity or a group of command/activities.

As mentioned in section 2.2 of this document, permissions are assigned by the SA when the SA
receives the email notification message from WESS that the account is pending their approval
after the user has verified the email address. The SA manages the accounts for the assigned UIC
in the WESS system.

These responsibilities include the following:

e Approves requests for WESS access for their personnel.

e May be a collateral-duty or full-time Safety Officer, XO, Safety Supervisor, Base,
Regional or Echelon 2, 3 or 4 Safety Manager, or other authority designated by the
command.

27
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Will electronically receive all requests for WESS accounts from within their
command/activity/AOR.

Recommends approval/disapproval of account requests

If approved, indicates what type of information access they are granting for the WESS
User.

May grant access for Community of Interest (COI) notifications and endorsements, and
may suspend accounts under their authority.

SA Account Approving/Updating Process

The SA receives an email message as a notification of the pending action required for a user’s
new account request or updated request. See Figure 24 as a sample of this message the SA will
receive from the system account safe-wessadmin@navy.mil.

Figure 24
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Once the SA clicks the link from within the email message, the user will be directed to
authenticate by selecting a pki certificate. After selecting the registered certificate, the DoD
Notice and Consent banner appears. Once OK is selected, the My Workspace page opens
showing various folders under the Action Items section of the My Workspace window. See
Figure 25 as a sample of the My Workspace screens you should view to approve the request.

Figure 25

When the SA has pending accounts for approval, the number of accounts will show up next to
the Action Item Pending Requests in the My Workspace window. The SA should select each
account request under the Report List and select the appropriate subsystems and then approve or
reject the request.

Action is required from the SA whenever a user requests an account, request to update their UIC
to a new command, or when updates to permissions is required for the user to complete functions
mandated by their position such as releasing a report.

29
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Figure 26

2.5 Modify Existing User Accounts

The SA will sometime receive requests to modify existing accounts which include providing
users with additional privileges or removing privileges for those users that are from the SA’s
UICs they provide access control to. The SA will make these changes using the Account
Maintenance screen. See Figure 27.
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Figure 27

To get to this screen the SA can access from WAHMRS or MVRS modules by selecting menu
option Start > Account Maintenance > Modify Account. From the Shore/Ground On-Duty
module, the SA can select the Maintain Account from the left side menu options under the
Activities heading, see Figure 28. This route will also take you to the System Access
Management (SAM) which is accessed through the collective screen within WESS.

Referring to Figure 27, the SA can complete a search for a user by using Last Name space First
Name, or UIC the user is associated to. Once the account is located, the SA should modify the
appropriate fields and save the changes.

31
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Figure 28

Note: Figure 28 also displays the shore ground reports that are entered into the system. This is
the area the user will enter on-duty Shore/Ground mishaps (to include Shipyards, Ordnance, and
off-duty military personnel mishaps).

32
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Figure 29
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Figure 30
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Figure 31
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2.5.1 Modify Account Status

Figure 32
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2.5.2 Suspend User Account

Figure 33

From figure 33, notice in the image where it displays comments that are required in order to
complete the request to suspend the account. The SA should provide the reason the account is
being suspended. Ifthe SA fails to provide a comment, the system will display a validation
failed. See figure 34 which displays a sample of the error message from the system.
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Figure 34

Once the comment is completed select the save button in the Account Maintenance Screen to
save changes made to the system. Figure 35 is a demonstration of what the SA will see once the
account has been suspended.

38
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Figure 35

39
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Figure 36
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2.5.3 Activate Suspended Account

Figure 37
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Figure 38
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2.5.4 Modify Subsystem Access and Privileges

Figure 39

In Figure 39, the user should use the scroll bar to view additional content. Subsystem Access
and privileges may be added or removed. For example, see figure 40 where a new subsystem is
added.
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Figure 40
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Figure 41

Figure 41 demonstrates how to update the privileges and then highlights the save button which
should be selected to save the changes. A final box will be displayed that states the account has
been saved. The SA should press the OK button.

45
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3 Searching the System for Reports

Accessing the reports from the system can be accomplished in different ways. In some
instances, the user will need to have some information about the events they are searching for.
First, a description will be given on how reports can be searched using WESS. Then information
will be provided on how to review the Pre-formatted reports that are accessible through the
reporting tool Jasper Soft.

Often users wanted to verify that the report is in the system after they have entered the report.
To verify any reports for the command the user is associated to, the user can utilize the
Search/Edit option from the different subsystems within WESS.

3.1 Using the Search/Edit from within the WESS Subsystems

The Search/Edit option is located in several locations since there are different types of reports.
The user can utilize Search/Edit from the AMHRS, MVRS, WAMHRS or the Shore/Ground
Subsystems. From the AMHRS subsystem, the customer can see the menu option from within
AMHRS across the top. See Figures 42 and 43 below as a sample demonstration.

3.1.1 AMHRS Subsystem Search
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Figure 42

Figure 43

To get the best results from any of the search/edit menu options, the fewer the fields used the
broader the search results. For example, using the reporting UIC should be enough to query the
system to show all reports. Now if the system has more than 100 reports for that command UIC,
the system will require you to narrow the search so that it only produces 100 or less results.

47
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3.1.2 MVRS and WAMHRS Subsystem Search

Figure 44

48
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3.1.3 Shore/Ground Subsystem Search

Figure 45

The user can access Jasper Reports from Classic WESS, refer to Figure 45.

49
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Figure 46

Figure 46 illustrates the Search or Edit Submitted Reports screen. Notice the Search instructions
within the screen, and the location where the system will display the results.
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3.2 Retrieving Data Using Jasper — Preformatted Reports

A major goal in the development of WESS was to provide customers with unprecedented access
to the variety of mishap and hazard information previously available only through Naval Safety
Center analysts, on request.

WESS uses a data retrieval system called JASPER, a Java-based commercial software
application, to analyze and retrieve data and to produce reports.

e Pre-formatted or “Canned” Reports — A collection of standardized logs & reports
using pre-established search parameters usually involving comprehensive Navy and
USMC-wide data. Some may be tailored by date, UIC, etc.

o Customized Reports - A series of reports intended for more detailed search capability
allowing for user-defined search parameters. Customers may build and save detailed
report templates for more specific queries. This option is only functional for the Naval
Safety Center’s Staff. However, this capability will soon be made available to WESS
users (permissions/access dependent).

NSC analysts may perform more complex or in-depth data analysis in-house.

e Ad Hoc Reports - Analysts may develop complex searches to analyze the data in
response to customer inquiries, as required.

51
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Figure 47

Currently, Figure 47 is the front page of the Jasper — Preformatted reports. It is recommended
that the user utilize the menu options across the top which provides more information. From the
View options, the user can select Search Results, Repository, Reports, or Messages. From the
Create menu option the user can select Ad Hoc Report or Dashboard which are only accessible
by Naval Safety Center Employees.

With the multiple modules within WESS, the user can get to the Jasper Reports from various
ways. See Figure 48 which displays the one single way to get to Jasper from Classic WESS.

With a quick review into how to access the reports, browse to View > Repository — the user will
then get a screen showing a tree view of two folders, Organization and Public, in the left panel.
The users will work with the Organization folder. Press the plus (+) sign next to the
Organization folder. See Figure 49.
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Figure 48

In Classic WESS, the customer should select the Pre-formatted Reports. Classic WESS consists
of the buttons shown in Figure 48 which are Mishap/Hazard Reporting, Tactical Vehicle,
Recreational Off-Duty, and Shore/Ground On-Duty menu buttons. Once either of the buttons is
selected, the user will be presented with the Classic WESS site then select the Pre-formatted
Reports from under Data Retrieval — see the circled selection in Figure 48.

53
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Figure 49

Figure 49 displays the folders that are accessible in Jasper. Jasper Reports is a sub-folder to the
Organization folder in Jasper. The user will utilize the Jasper Reports folder to access the pre-
formatted reports that are created to query WESS.

Note: Accessing Jasper is a timed process. If you are logged into Jasper without activity, the
system will become unresponsive and will disconnect from the server. The user will need to
reconnect by logging back into the WESS and connecting to the Jasper Reporting Tool
through one of the available menu options as previously described.
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3.2.1 Jasper Reconciliation Report

In Figure 50, notice the process for accessing the Reconciliation report through Jasper Reports >
Reconciliation and then Reconciliation report. This report is used to see all reports entered for a
specific UIC within one fiscal year. See figure 51 which displays the input controls for the
Reconciliation Report.

Figure 50
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Figure 51

The Reconciliation Report input fields in Figure 51 display where to enter the UIC and provides
selection options for the year being researched. This portion is used to determine if reports are
entered and completed for the specified UIC. It is recommended that this report be generated
often to receive information about the command’s reports entered into the system. This report
will display the reports that are pending action, for example, if the report status indicates draft,
this means the report is still being worked and pending released to the database. No other user
has access to the report if they are not added as an authorized drafter. Figure 52 demonstrates a
sample of the report that the users will see with their command’s information on it.
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Figure 52
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3.2.2 MC (Marine Corps) General Report

The MC General Report is a tool that can be used to query for data from WESS. Please refer to
Figure 53 below. You can select arguments from the tables presented in the tool which will then
return requested results. Below are a couple of examples as to how the tool will be used.

Figure 53
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Examples: (Please refer to Figure 54)
Question 1: [ would like to view the number of mishaps my unit and subordinate units have had
for the past five years?

Enter a date range

Think about what level your command is at (Component Command, Major Command, Parent
Command, or Unit Command). If you are at the Parent Command level then go to Parent
Command and select your Unit from the pick list and press OK. You can download the results
to Excel, PDF, etc. (the return should include your unit and any units that fall under your unit).

If you would like to restrict the report to just Class A's for your unit and not the subordinate units
Enter a date range, UIC of command, and go to Mishap Class and select A then press OK

Question 2: [ would like to know how many tactical mishaps the Marine Corps has had for the
past two years. Enter a Date Range and Mishap Type Tactical.

Figure 54
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The input control fields are as follows for the MC General Report: (Note the * fields are
required)

*Enter Start Date (Note: Calendar available to select date)
*Enter End Date

1** UIC (optional)

2" UIC (optional)

3 UIC (optional)

*Please select Component Command
*Please select Major Command
*Please select Parent Command
*Please select Unit Command
*Please select Severity

*Please select Mishap Type

*Please select Operational Indicator
*Please select State or Province
*Please select Country

*Please select Injury Classification
*Please select Branch of Service
*Please select Service Status

*Please select PCN

*Please select BLS Object Involved

For the fields that are led with an *, ALL is the pre selection for most of the fields. The user has
the option to select one of the items from each drop down list provided.

Figure 55 is a sample report showing the results when only the date is indicated in the input
control. In this case, the report results give everything during that time period indicated in the
range of the date fields.
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Figure 55

The MC General Report would provide similar results that users desired from the custom reports
from Classic WESS.

3.2.3 Aviation Hazard by Basic Aircraft Report

Similar to the previous two sub-sections, Aviation has a group of pre-formatted reports that can
be used to query the WESS system to provide reports for further review or analysis. See the
sample report pulled from the Aviation Hazard section under Jasper Reports menu option.
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Figure 56

Figure 56 displays the reports listed under the Aviation Hazards. As you can see from the
examples provided, Jasper offers many pre-formatted reports to allow the WESS customer to
access the data available in the system based on permissions. In the next example, a report from
Jasper is conducted under the Aviation Hazard to review the list of hazard reports (Hazreps)
entered based on type of aircraft carrier within a date range.
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Figure 57

Figure 57 shows the selection of the report. Figure 58 provides an illustration of the input
controls for the Aviation Hazrep by Aircraft report. Data is presented based on the user’s
permissions.
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Figure 58

The results from running the report will provide a list of reports with a hyperlink to the actual
Hazrep (see Figure 59). For privacy purpose, the information was blurred to protect the data
provided in the report. Again all users have access to the information that is associated to their
permissions in the system.
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Figure 59
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Figure 60
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Figure 61

Figure 61 demonstrates a sample view of the actual report that can be generated from the link
that is provided from the report. The WESS ID in Figure 59 is the link to this report.

More details will be provided about the data retrieval tool Jasper in a future document, which
will provide more understanding of how it is used within the WESS Application.
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