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Reference Guide for ORM Assessment Tools
Overview.  This reference contains the instructions for all of the newest ORM assessment tools to include the following grade sheets and data management programs:


1. Evolution ORM Assessment Sheet (Version 2.0)

2. Tailorable Evolution ORM Assessment Sheet (Version 1.0) 


3. ORM Program Sheet (Version 2.0)


4. ORM Application Assessment (Version 2.0)


5. Tailorable ORM Application Assessment (Version 1.0)


6. ORM Program Assessment (Version 2.0)

Tools 1-3 are the printable grade sheets that assessors can fill out in hard copy format to later be input into tools 4-6 for data collection and feedback purposes.  The updated evolution and application assessment tools (1-2, 4-5) have been condensed into four evolution phases (Planning/Briefing, Execution, Debriefing/Assessment, and LL/BP Collection/Implementation) and 15 ORM application tasks.  The updated program assessment tools have been condensed into two concentrations (Administration/Training and Implementation/Feedback) and 14 ORM program traits. 
Tailorable Assessment Tools.  In addition to the updated versions of previous grade sheets and data management programs, this reference covers two new tailorable ORM assessment tools for use during ORM Application Assessments: Tailorable Evolution ORM Assessment Sheet (Version 1.0) and Tailorable ORM Application Assessment (Version 1.0).  These sheets are identical to the other application tools (1 and 4) with the exception of having the “Amplification” column blank, which allows Fleet evaluation commands to easily tailor them to a specific evolution/event.  A tailored grade sheet and application assessment for an exercise can provide even more fidelity than the updated ORM application tools alone (e.g., specifically list the “critical/extreme” and “serious/high” risk hazards/threats and/or necessary participants on the grade sheet for a particular event).     

Applicability.  The ORM Application Assessment tools (1-2 and 4-5) were designed primarily for Fleet evaluation commands to evaluate operational units, air wings, and groups for ORM application during Fleet Readiness Training Period (FRTP) exercises.  The ORM Program Assessment tools (1, 3, and 6) were designed for used during external administrative evaluations (e.g., ISIC inspections, IG inspections, Naval Safety Center Surveys) or internal evaluations (self-assessment) to determine a unit, activity or group’s ORM program compliance with existing directives.  However, any of the above tools may be used by any DoN unit, activity, air wing, or group for self-assessment if desired or required by higher authority.

ORM Assessment Types.  There are generally two types of ORM Assessment: ORM Application Assessment and ORM Program Assessment.  An ORM Application Assessment is used to evaluate how well an operational unit or group applies the various risk management principles and processes during an operational exercise during the Fleet Readiness Training Period (FRTP).  An ORM Program Assessment is used to evaluate how well a unit or activity is in compliance with the existing ORM guidance and directives.
Commonality.  Both the ORM Application Assessment (Version 2.0) and ORM Program Assessment (Version 2.0) use an Evolution ORM Assessment Sheet (Version 2.0).  The ORM Application Assessment consists of consolidating numerous Evolution ORM Assessment Sheets into a single spreadsheet whereas the ORM Program Assessment consolidates a few Evolution ORM Assessment Sheets into a single ORM program trait  under “Implementation/Feedback”.   

Scoring.  All of the data management programs (tools 4-6) will provide feedback on individual metric scores, evolution/event scores, and overall ORM application or program scores.  The grading criteria for all scoring is as follows: Green (T1): 85-100%; Blue (T2): 75-84%; Yellow (T3): 65-74%; Red (T4): 0-64%).
Flexibility.  These tools may be modified for specific use by any organization but should be annotated as such in the title of the grade sheet or data management program (e.g., “CSFTL Evolution ORM Assessment Sheet (Version 2.0)”).  To modify any of the titles, metrics, formulas (i.e., scoring), conditional formatting (i.e., score ranges and colors), or validation criteria (i.e., drop-down menus), you need to unprotect the Excel worksheet.  To unprotect the Excel worksheet, select “Tools” from the toolbar, then select “Protection”, then scroll down to “Unprotect Sheet” from the drop-down menu.  The password to modify any protected ORM assessment tool Excel spreadsheet is “orm”.  It is recommended that after you modify a grade sheet or data management program that you re-protect it after you have made your desired changes to avoid losing information.  Specifics for modifying formulas, conditional formatting, and/or validation criteria are contained in the “Advanced Modification Procedures” section of this reference.

Filling Out Grade Sheets.  Tools 1-3 are identical from the standpoint of how an assessor fills out the grade sheet.  For a non-numerical observation, the assessor will use a pen or pencil to color in the appropriate circle in the “Input” column: “Y” for yes, “N” for no, or “NA” for not applicable.  For a numerical observation, the assessor will write in the observed numerical data out of a maximum numerical data possible (e.g., write “7” of  “9” for seven out of nine specified tasks briefed) in the appropriate “Input” column.  If a metric’s numerical data is not applicable, the assessor should write in “NA” of __.  For “Input” observations that may have been applicable but were not observed, leave the “Input” on the grade sheet as blank.  Assessors are required to write amplifying comments in the “Comments” section to explain any “N” for non-numerical data or anything less than 100% for observed numerical data.  Assessors should also write amplifying comments whenever:


1. It may be of importance to the watchstander(s), unit(s), warfare and/or group commander(s)


2. It may be a best practice or lesson learned, or


3. It may provide a way ahead for how to improve (i.e., recommendation)

Transferring Grade Sheets to a Data Management Program.  Tools 4-6 are also identical from the standpoint of how an assessor or data manager inputs the grade sheet data.  Use the drop-down menus in the “Input” column that correspond to the observations annotated on the appropriate grade sheet.  Blank entries should be left blank, annotating that the “Input” may be applicable but was not observed.  For “Comments”, click on the appropriate cell and type in all handwritten comments.  Abbreviate as needed to preserve writing space in the “Comments” cells.  Again, comments are required to explain any “N” for non-numerical data or anything less than 100% for observed numerical data.  Amplifying comments should also be written whenever:


1. It may be of importance to the watchstander(s), unit(s), warfare and/or group commander(s)


2. It may be a best practice or lesson learned, or


3. It may provide a way ahead for how to improve (i.e., recommendation)

Advanced Modification Procedures
Formulas (Scoring).  To change the formulas for data management program “Score” cells, you will have to change the formulas for both the “Score” cells and the tabulation cells that are one column to the right of the “Comments” cells (column F for ORM Program Assessments and column G for ORM Application Assessments).  The tabulation cells are used to convert “Input” drop-down menu data into a numerical value for scoring purposes and provides visual feedback to data managers regarding “Score” inputs.  Before you change a formula, recommend you first learn how it works.  If you are not particularly strong at using Microsoft Excel or you are not entirely sure how the formula works, recommend you consult with a data management subject matter expert at your command.  If you still have questions about how a formula works, you can contact the Naval Safety Center ORM Division via the ORM Feedback link on the website at or e-mail to: M_NRFK_SAFE_ORM_FEEDBACK@navy.mil. 
Conditional Formatting (Score Ranges and Colors).  To change the conditional formatting for data management program “Score” cells for T2-T4 (i.e., Blue (T2: 75-84%), Yellow (T3: 65-74%), and/or Red (T4: 0-64%)), highlight the cells by holding down the “Ctrl” key on the keyboard and selecting the desired cells with the left mouse button.  Once highlighted, select “Format” from the toolbar, then select “Conditional Formatting” and make your changes to the “Patterns” and “Fonts” tabs as desired then select “Ok”.  To change the formatting for “Score” cells for T1 (i.e., Green (T1: 85-100%)), just highlight the cells using the above technique and select “Format” from the toolbar, then select “Cells” and change the “Patterns” and “Fonts” tabs as desired then select “Ok”.
Data Validation (Drop-Down Menus).  To change the drop-down menus for data management program “Input” cells (i.e., “Yes”, “No”, “NA”, or 0-100%), first you need to come up with a data set that you would like to have in the “Input” drop-down menus.  Recommend you type these next to the existing “Yes” through “0%” cells, which start at cells F38 for ORM Program Assessments and G68 for ORM Application Assessments.  Next, highlight the cells which desire to have the new drop-down menu data set by holding down the “Ctrl” key on the keyboard and selecting the desired cells with the left mouse button.  Once highlighted, select “Data” from the toolbar, then select “Validation”.  Under the “Settings” tab, under “Validation criteria” find the “Allow:” drop-down menu and select “List”.  Under “Source:”, select the cells that contain the desired drop-down menu data set for those “Input” cells you have already highlighted then click “Ok”.  
Terminology and Abbreviations.  The following is a list of terms used in this reference guide:
ABCD.  Time critical ORM/time critical risk management acronym describing the steps of “Assess” your situation for potential error/hazards, “Balance” your resources to control hazards, “Communicate” risks and intentions, and “Do (& Debrief)” to enact controls and monitor effectiveness.

Actionable solutions.  A solution that can be enacted and would likely prevent a 

particular failure from recurring.

Additional control.  See new control.
Appropriate level.   See cognizant authority.
Automation.  A type of resource that improves situational awareness or distributes 

operator workload.
Balance resources.  Allocate resources to manage risks through use of controls.
BP. Best practice.
Centralized location.  A single storage location at the unit/group for operational 

planning of this type of evolution. 
Cognizant authority.  An operational commander who has the maturity and experience, 

the on-scene knowledge, the resources to mitigate risks, and has the responsibility 

and accountability for risk decisions in combat (i.e., superior with the authority).  
Complex evolution.  An evolution requiring the coordination of four or more functional 

entities either within or outside the unit/group (e.g., depts., other units, etc.).

Consequential error.  An error which leads to undesired consequences to property, 

personnel, or mission (e.g., mishap, personal injury, mission failure, etc.).

Control.  A mechanism that manages a risk.  Risk control options for each identified 
hazard generally fall into the following categories: engineering (e.g., design, 
tactics, weapons, personnel/material selection, etc.), administrative (e.g., 

instructions, SOPs, LOIs, ROE, SPINS, etc.), or personal protective equipment 

(PPE) (e.g., eye protection, ear protection, body armor, etc.).   Some 

administrative control option methods are accept (i.e., accept the hazard's risk), 

reject (i.e., do not accept the hazard's risk), avoid (i.e., minimize exposure/effects 

by different pathway), delay (i.e., postpone until another time where risk is less), 

benchmark (i.e., plagiarize a control from another entity... reinventing the wheel 

is not necessary), transfer (i.e., move hazard to another participant/asset), spread 

(i.e., diminish the hazard's risk by distributing it among multiple 

participants/assets), compensate (i.e., counterbalance the hazard with something 

that negates its effect), and/or reduce (i.e., limit the exposure to a particular 

hazard).  

Cumulative probability.  Summation of probabilities of all causation factors and their 

impact on participants (e.g., the more participants exposed to a hazard, the greater the cumulative probability of that hazard leading to a consequential error).
Deliberate risk assessment/ORM.  An application of all five steps of the ORM process 

during planning where hazards are identified and assessed for risks, risk control 

decisions are made, residual risks are determined, and resources are prioritized 

based on residual risk.  Usually the risk determination process involves the use of 

a risk assessment matrix or other means to assign a relative expression of risk.
Experiential data.  Data derived from past experience (i.e., mishap, hazard, pass-down).
Failure root cause.  The “why” behind the condition that led to a failure.
Force Operating Posture.  U.S. Fleet Forces command guidance on identifying risks to mission.
Functional area/entity.  An entity either internal or external to a unit/group that serves 
one or more specific functions necessary for the successful completion of the 
evolution mission (e.g., getting underway: may require NAV, OPS, ENG, CS, 

WEPS, DECK, and AIR departments).
Hazard.  A condition with the potential to cause personal injury or death, property 

damage, or mission degradation.  Also known as a “threat”.
Hazard assessment.  A process to determine risk for a hazard based on its possible loss 

in terms of probability and severity.  A hazard's severity should be determined 

from its impact on mission, people, and things (i.e., material, facilities, and 

environment).  A hazard's probability should be determined from the cumulative 

probability of all causation factors (e.g., more assets involved may increase 

overall exposure to a particular hazard).   Ideally, experiential data (i.e., 

hazard/mishap statistics) should be utilized during the hazard assessment process 

to assist in determining hazard probability.

Hazard root cause.  The specific causal factor behind a hazard (e.g., inadequate rest,  
hydration or food intake; insufficient rudder input or authority to counter Venturi 
forces; or personnel not adhering to proper ordnance arming procedures).
Hazard symptom.  An effect that can occur from one or more causal factors (e.g., 
fatigue, collision, explosion, etc.).  
ID/ID’ed.  Identify or identified.

Implied task.  A task that indirectly accompanies one or more specified tasks but are not 
definitively directed (e.g., implied tasks: get underway with no personnel 
casualties, no damage to the vessel, and minimal environmental impact).
In-Depth risk assessment/ORM.  An application of all five steps of the ORM process 

during planning where time is not generally a factor and an in-depth analysis of 

the evolution, its hazards and control options is possible.  As in the Deliberate ORM process, hazards are identified and assessed for risks, risk control decisions are made, residual risks are determined, and resources are prioritized based on residual risk.  Usually the risk determination process involves the use of a risk assessment matrix or other means to assign a relative expression of risk.
Inconsequential error.  An error which leads to an undesired state but is either caught 
before becoming consequential or not severe enough to lead to undesired 
consequences to property, personnel, or mission (e.g., missed radio call, being off 
course by a few degrees, near miss, etc.).
LL.  Lesson learned.
Manageable segment/step. A discrete portion of an evolution that can be separately 
analyzed for hazards specific to that segment/step.
New control.  A control not previously briefed or enacted.  Usually put in place for a 

new hazard.
New evolution.  An evolution not normally executed by the unit/group.

New hazard.  A hazard not previously briefed or identified.  Usually arises during 

the execution-phase of an evolution. 
Operational analysis.  A process to determine the specific and implied tasks of an 

evolution as well as the specific actions needed to complete the evolution.  Ideally,

the evolution should be broken down into distinct manageable segments based on

either their time sequence (i.e., discrete steps from beginning to end) or functional 
area (e.g., ASW, ASUW, AAW). 

Operator.  An individual who has the operational experience, technical expertise, and/or 
capability to accomplish one or more of the specific or implied tasks of an 
evolution.
ORM risk assessment.  A deliberate or in-depth planning process to proactively identify 
hazards, determine their risks, decide on control measures to mitigate the risks, 

determine the residual risks, and devise a way to supervise and monitor the 

hazards and controls for changes.  Minimally, this involves a list of hazards with 

their associated controls, residual risks, and risk control supervision 

responsibilities.  

ORM. 
Operational and off-duty risk management.

Participant.  An operator involved in the execution of an evolution.
RCA.  Risk control action.  See control.

RCA effects.  Risk control action effects.  Some effects are expected and some are not.
RCA supervision.  Risk control action supervision.  See supervision.
Readily accessible.  Easily accessed by those who would conduct operational planning 

for this type of evolution. 
Relevant units/groups.  Those units/groups who would likely benefit from evolution 

feedback (i.e., lessons learned, best practices, or any other information).
Repository.  A place for storing, safekeeping or archiving lessons learned, best practices, 

ORM risk assessments, or other important information.
Residual risk.  An expression of loss in terms of probability and severity after control 
measures are applied.  Simply put, this is the hazard's post-control expression of 
risk (i.e., RAC or other expression of risk).
Resource.  A non-PPE control.  Includes policies, tactics, procedures, checklists, 

automation, briefings, external entities, knowledge, skills, and techniques. 
Risk Assessment Code (RAC).  A numerical expression of relative risk (e.g., RAC 1 = 

critical risk/threat, RAC 2 =  serious risk/threat, RAC 3 = moderate risk/threat, 

RAC 4 = minor risk/threat, and RAC 5 = negligible risk/threat).  See risk 

assessment matrix.

Risk assessment matrix.  A tool used to determine a relative expression of risk for a 
hazard by means of a matrix based on its severity and probability.  Typically, a
numerical risk assessment code (RAC) is assigned to each hazard to represent its 
relative risk (i.e., 1 = critical, 2 = serious, 3 = moderate, 4 = minor, and 5 = 
negligible).  For example:

	RISK ASSESSMENT MATRIX


	PROBABILITY



	
	A
	B
	C
	D

	
	Likely
	Probable
	May
	Unlikely

	S
E
V
E
R
I
T
Y

	I
	1
	1
	2
	3

	
	Death, 

Loss of Asset
	
	
	
	

	
	II
	1
	2
	3
	4

	
	Severe injury, Damage
	
	
	
	

	
	III
	2
	3
	4
	5

	
	Minor Injury, Damage
	
	
	
	

	
	IV
	3
	4
	5
	5

	
	Minimal 

Threat
	
	
	
	


Probability

A – Likely to occur immediately or within a short period of time.

B – Probably will occur in time.

C – May occur in time.

D – Unlikely to occur.

Severity

I – May cause death, loss of facility/asset, mission failure.

II – May cause severe injury, illness, property damage, severe mission degradation.

III – May cause minor injury, illness, property damage, minor mission degradation.

IV – Minimal threat, no mission degradation.   

Risk decision.  A determination of which risk controls to implement to mitigate or 

manage a particular risk.  During the risk decision process, a risk control options' 

effects should be considered before passing recommendations to the appropriate 

level for making risk decisions.  Risk control options' effects should be 

determined from their impact on probability of the hazard, impact on severity of 

the hazard, impact of the risk control cost (i.e., what's being sacrificed), and 

impact of them working with other controls (i.e., impedance vs. reinforcement).  

When cost effective, multiple risk control options (i.e., layered or overlapping 

controls) should be considered.  Risk control options should be chosen to enhance 

their impact on either probability and/or severity (e.g., goggle-use impacts on both 

probability and severity of eyes being injured) and chosen in the most mission 

supportive combination (i.e., when one set of controls is more supportive of the 

mission than another set with the same effect, choose the controls that support the 

mission).
Risk.  An expression of possible loss in terms of severity and probability.
Risk control action/Risk control.  See control.
Specified task.  A task that has been definitively directed by cognizant authority (e.g., 
specified task: get underway on this date).
Supervision.  A person or entity specifically designated to ensure one or more risk control action(s) are enacted.  Typically this involves the person or entity to monitor the effectiveness of the risk control action(s) in controlling a hazard/threat. 

TCRM. Time Critical Risk Management.  See Time Critical ORM.
Time Critical ORM.  A risk management process that is limited by time constraints, 
which precludes using a deliberate or in-depth approach.  The new Time Critical 
ORM process consists of four steps: Assess (your situation, your potential for 
error), Balance Resources (to prevent and trap errors), Communicate (risks and 
intentions), and Do & Debrief (take action and monitor for change).  ABCD is a 
helpful mnemonic in remembering the steps in the process.  Time critical risk 
management should be utilized for any risk decisions on implementing controls 
for assessing new hazards.  
Time sequence.  A sequence of steps from beginning to end.
Threat.  See hazard.
TRACS.  Total Risk Assessment and Control System for conducting, documenting, and 

retrieving ORM risk assessments.  TRACS link for those with PKI certificates can 

be found at: https://www2.cnap.navy.mil/Default.asp.
WC.  Warfare commander.
WDT.  “What’s different today?”.  Used to refer to a hazard/threat.
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