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	CO/XO Gouge: The Leader's Role

	Operational Risk Management (ORM) is a powerful tool to meet two significant challenges faced by military leaders. The first of these challenges is the need to reduce the frequency and severity of a wide range of losses than can impact on mission performance. The second challenge is more subtle and in many ways more difficult to deal with. In an era in which there is no single enemy” or threat which can even approximate that posed for so many years by the Soviet Union, how does a dominant military force maintain its fighting spirit and willingness to train on the edge. How does that force justify the risks necessary to maintain that edge to a complacent society? How does it avoid the “bureaucratization” that has so often eaten away the capabilities of peacetime military forces? ORM offers a powerful tool to offset the forces of bureaucratization and careerism and assures that needed risks are in fact taken. It is being aggressively used by leading edge organizations in the private sector and is clearly a tool with great potential for today’s military leader at every level. 

To fully realize the benefits of ORM, leaders, especially those close to the operating level will need to change some well-entrenched beliefs, attitudes, and behaviors. It is a well-established fact that changes of this kind only occur when the leaders of an organization, especially first and second level leaders, really LEAD. The purpose of this publication is to describe 12 specific ORM leadership techniques applicable at the first and second levels of supervision in the Navy. Of course, none of these techniques will have great impact unless the leaders of the Navy truly want to achieve the best possible management of risk to protect their mission, the Navy people they lead, and the often incredibly valuable national defense assets entrusted to them. The standard for management of risk is a simple one and the core values of the Navy will permit no other - Leaders must achieve the best management of risk that it is possible to achieve. 
THE TWELVE ORM LEADERSHIP TECHNIQUES 
The ORM leadership techniques outlined in this publication are intended for use by first and second level Navy leaders, both military and civilian. Each technique can stand-alone or it can be combined in a variety of creative ways with other techniques. The objective of the leader is to mobilize the most powerful combination of techniques appropriate for the particular operational situation. In other words, push ORM as hard as possible, but not to the degree that other mission concerns are adversely impacted or to the degree that negative perceptions of ORM are created in the target groups. Each technique will be presented in its own section. Each section will describe the technique’s name, purpose, procedures, and a brief summary.

TECHNIQUE #1: COMMIT TO BREAKTHROUGH IMPROVEMENT 
PURPOSE: This technique involves the commitment by the individual leader at operating level to maximum effectiveness in the management of risk. This commitment to breakthrough improvement has two objectives. The first is to create the awareness that the organization is not all that it can be or needs to be presently in the area of risk management. This awareness is critical. The United States Navy is not yet managing risk as effectively as it needs to and can to meet its responsibilities to its mission, personnel and the American public. Most individuals in an organization are not particularly aware of the risk status of their organization and few if any are aware of just how good it is possible to be. The process of commitment to a real breakthrough should correct both these knowledge gaps. The second objective is to publicly express the leader’s commitment to outstanding risk management performance. This commitment becomes an important part of the justification of the changes that will be necessary to achieve ORM success. The rationale is simply that what we have done to date has been fine, but it has not produced the outstanding performance we need, therefore we need to try new things. An important caveat is to make it very clear that breakthroughs will be achieved in fully mission supportive ways. The commitment to breakthroughs is not an unqualified commitment to unlimited resources for risk management that would only degrade other aspects of mission performance; it will be achieved by more effective, efficient, and intelligent risk management processes, not through inappropriate investment of money or manpower. 

PROCEDURES: The commitment to breakthroughs should involve the following steps: 

Step 1. Carefully determine the possibilities for breakthroughs by evaluating the performance of leading edge organizations in various fields, examining the best levels of performance within the organization itself as goals for all of it, and careful evaluation of the potential of the organization based on the values that ORM can be expected to produce. Generally in an organization that has not been using systematic ORM procedures, a breakthrough should target at least 50% better than present performance, with a 90% improvement a practical and optimum long-term objective. 

Step 2. Present the possibilities to the organization. Stimulate discussion of the potential to reach these objectives. Stress the success of external organizations when data is available. The success of leading edge civilian organizations can be cited as the basis of goals for USN functions that perform similar functions whether civilians or military personnel perform them. The case can be made that there are no insurmountable barriers (i.e. no obstacles that can not be overcome by cost effective, mission supportive actions) in the USN to replicating the breakthrough results achieved in the best of the private sector. The direct challenge here is to ask “Do our missions and personnel deserve anything less than world class performance when it comes to their protection. Does the national defense mission deserve anything less than world-class risk management performance? Other organizations achieve it in pursuit of the production of potato chips; can a military organization do anything less for its vital missions? 

Step 3. Incorporate the ORM breakthrough goals within the mainstream goals of the organization and develop the measures and accountability procedures characteristic of other important organizational goals. 

SUMMARY: This is a foundation leadership responsibility. The key is to build consensus and make it clear that the path to world-class performance is not the expenditure of unlimited resources (which would only hurt the total goals of the organization). It is the intelligent application of leading edge risk management procedures that simultaneously reduce risk and enhance performance. 

TECHNIQUE #2: SET ORM GOALS AND OBJECTIVES 
PURPOSE: Goals and objectives turn the relatively intangible commitment to breakthrough into measurable targets. Objectives also force consideration of the realities of what can be accomplished given the opstempo, workload, and cultural barriers that will be faced. 

PROCEDURES: The establishment of goals and objectives should involve the following steps: 

Step 1. Decide on the scope of application of the goals and objectives. Application can be as narrow as one element of the loss control community - safety for example, the entire loss control community, or functional elements completely outside the traditional scope of loss control (fiscal risk management, schedule risk management, etc.). 

Step 2. Establish the objectives. These should be as ambitious as possible given the realities of the organization environment. They should reflect the possibilities inherent in ORM and should if accomplished, result in the achievement of the breakthrough type results to which the organization has committed in a reasonable length of time. 

Step 3. Cascade the objectives. Induce each subordinate to develop roles and actions that are directly connected to accomplishment of the overall organization objectives. What must they do on a day-to-day basis to make the objectives reality? The use of direct measures of risk as the basis of objectives, rather than loss rates and numbers, will be important at supervisory level where most risk rates and incident counts have little or no statistical validity. 

Step 4. Assure periodic reviews and clear + or - status assessments. Assure accountability and emphasize the application of positive incentives for even small successes as opposed to negative sanctions for shortcomings. 

SUMMARY: The commitment to breakthroughs is commendable; but, in the absence of specifically defined goals and objectives it will probably be little more than a passing platitude. ORM allows leaders to establish bold goals and objectives and fully expect to achieve them. 

TECHNIQUE #3: SET A PERSONAL EXAMPLE
PURPOSE: Subordinates understand that leaders are required by their positions to express supportive opinions about many things that they actually couldn’t care less about. To understand what is really important, subordinates closely monitor patterns of behavior to see what the leader does, not simply what he or she says. By personally living the commitment to risk management excellence in everything from scrupulous compliance with risk control rules and guidelines to informal expressions reflecting consistent commitment, leaders signal their serious intent. 

PROCEDURES: For the first and second level leader there is simply no substitute for careful attention to detail every day in every way. For example, failure to wear required personal protective equipment will be overlooked by subordinates if it is very rare. Any frequent pattern of violations will be detected and will strongly signal lack of commitment. Further, it will quickly lead to a deterioration of standards compliance. 

SUMMARY: There is no substitute for attention to detail in this area. 

TECHNIQUE #4: BUILD AN AGGRESSIVE OPPORTUNITY MINDSET 
PURPOSE: This technique is directly targeted at getting all personnel to begin thinking about the opportunity dimension of risk. Most personnel have developed the perception promoted by traditional risk management practices that risk is “bad”. In fact risk is not bad; it is essential if an organization is to fully develop and capitalize on its capabilities. Leaders must develop the understanding among their subordinates that the right risks must be taken and that not taking them is wrong. Obviously there is significant potential for personnel to confuse good risks that should be taken with unnecessary risks that should not be taken. The role of the leader is to assure that personnel can make the distinction and are motivated to take risks when in the overall interest of the organization. 

PROCEDURES: Leaders can take the following actions to develop an aggressive organizational attitude toward good risk taking. 

Incorporate the opportunity mindset in your own perspectives on risk. Accept and apply the concept that good risks must be taken or the organization will suffer. 

Use the power of the question (see technique 10) to assure that subordinates are conscious of and applying effort to the identification of and acceptance of necessary risk. 

Cause the organization to have a target list of areas where risk barriers and the opportunities they present for mission enhancement are identified. Challenge personnel to suggest ways to overcome these barriers. Energetically reward those that come forward with effective ideas. 

Ensure that the organization is effectively monitoring risk management developments in other organizations with special focus on the opportunities of ORM. Where are they doing something our organization can’t do or can’t do as well, and how are they doing it? 

Assure that your accountability processes respect the distinction between taking necessary risks and failing, and taking unnecessary risks and failing. In the first case, no personal adverse consequences should result for those involved. 

SUMMARY: Opportunities to cut risk control costs and expand operational capabilities abound in every organization. Leaders who can create an opportunity mindset in their organization will capitalize on these possibilities. 

TECHNIQUE #5: SEE THE TOTAL RISK
PURPOSE: Risks need to be seen collectively, i.e. all the risks in an operational area need to be seen in terms of there total risk. It is poor ORM practice to manage risk narrowly within functional stovepipes because that approach precludes the proper prioritization of risk across the overall organization. Further, attempts to manage risk within stovepipes reduce the ability of the organization to take advantage of the fact that risk is generally cross functional in nature. Usually the same root causes produce several different types of risk. For example, weaknesses in hazardous materials (HAZMAT) training can produce injuries, fires, environmental damage, health problems, and even important security issues. The supervisor who attempts to manage cross functional risk issues such as this on a traditional “stovepipe” basis will have great difficulty achieving fully effective and especially fully efficient management of risk. The role of the leader is to assure a suitable degree of integration of risk management activities. 

PROCEDURES: ORM encourages supervisors to view risk issues as an integrated whole independently of the functional elements (environment, safety, fire, health, etc.) that deal with them. To achieve this cross functional perspective, consider the following. 

Always apply ORM processes (especially hazard ID) to the full spectrum of risk issues. 

Find the underlying root cause issues using the 5-M model. 

Use the risk assessment step to properly prioritize all risk issues based on their true potential mission impact. 

Assure risk controls are effective integrated tools that impact risk on as broad a basis as possible. 

SUMMARY: Traditional “functional-based” approaches to the organizational management of risk are usually inadequate for an ORM-based approach especially at supervisor level. Improved alternatives should be considered. 

TECHNIQUE #6: STATE EXPLICIT ORM ROLES AND RESPONSIBILITIES
PURPOSE: Moving to the next level in managing risk means doing some new and different things (not necessarily more things, just different things). Personnel on your team need to know exactly what is expected of them and what the standard for those new and different tasks are. This technique envisions insuring that personnel know exactly what is expected. 

PROCEDURES: Use the following procedures to develop a clear understanding of roles. 

Modify job descriptions to include ORM tasks as integrated aspects. 

Modify job and task standard operating procedures to include ORM-connected tasks. 

Include checking of the performance of ORM tasks in your routine accountability procedures. 

Consider the use of quizzes and mini-operational readiness reviews for critical ORM related tasks. These are perfect activities for safety stand down days. 

Use informal questions to demonstrate your interest in these issues and evaluate both the understanding and motivation for compliance of subordinates. 

SUMMARY: ORM means new things to do for the subordinate supervisors and operators in your team. Use the same leadership techniques that you use in other areas to see that these tasks are understood and executed. 

TECHNIQUE #7: RESOURCE ORM ACTIVITY
PURPOSE: The purpose of this technique is to assure that all the effort that should be expended on ORM is expended ... and no more. ORM requires the expenditure of time and resources but these expenditures should not be viewed as costs, they should be seen as investments. The ORM concept says spend effort on ORM only when risk controls will produce a positive mission return on the investment. Additionally, ORM proposals that will produce a positive return on investment must also compete successfully against all other mission supportive alternative uses of the resources. Resources are always limited and not every good risk management idea can be resourced. One of the basic principles of ORM is that risk-related expenditures should and can compete against all other alternative uses of resources on a level playing field. Only when risk management becomes a fully competitive part of the resource allocation process, does it achieve its maximum value to the organization. 

PROCEDURES: Leaders should take the following actions to assure the proper allocation of resources to ORM needs. 

You have to strive to think long term as well as short term. Many risk issues are not likely to produce losses in the immediate future. In the long term they have the potential to be real mission stoppers or killers. In the area of managing risk, all USN personnel have to develop the ability to balance immediate mission issues against longer-term risk problems. 

Become fully conscious of the full impact of losses and incidents. Careful research has established that the average loss event produces at least $4 in indirect loss for every direct $1 recorded in the actual loss report. Other adverse impacts of losses extend well beyond their dollar impact (impact on morale, reduced productivity, bad media, etc.). Be sure to factor these kinds of costs into your thinking about risk. 

Use the “rifle” rather than the “shotgun”. Traditional risk management often involved the application of blanket risk controls (the “shotgun”) targeting entire populations. ORM demands precision targeting (the “rifle”) to reduce the cost of risk controls and enhance their impact. 

Allow risk control proposals to compete freely and fairly in resource allocation processes in your organization. When required to be competitive, properly designed risk controls can be competitive and the result will be better overall mission performance. 

SUMMARY: The management of risk is an element of your leadership role. Let it compete fairly and openly for the resources it needs against all the other demands of your mission. 

TECHNIQUE #8: HEAT SHIELD
PURPOSE: The purpose of this technique is to assure that individuals who exhibit bold, but appropriate, risk-taking behavior do not receive any adverse consequences as a result of their actions. Traditional risk management was not always as careful as it should have been to protect prudent, mission supportive risk takers from some form of adverse consequences when the risk results in a loss. The system tended to require a scapegoat regardless of the facts of the case. The well-established dictum “The commander is responsible for all that does or does not happen in his command.” seemed to dictate adverse action of some sort following a serious loss. The reasoning went “We had a loss, losses are bad, Sgt. Jones was leading the operation, and Sgt. Jones must have done something wrong”. ORM says NOT NECESSARILY!  Military organizations must accept risks to maintain superiority and battle readiness. Accepting risk means periodically accepting losses. While every practical effort is made to minimize these losses, there will still be losses. Assuming the risk taken was a mission supportive risk (ORM enables us to know this) then the occasional (indeed predictable) loss should not produce adverse consequences for the leaders that happened to be involved at the particular point in time when it occurs. Of course, this assumes that they were following the prescribed risk controls. 

PROCEDURES: Leaders should take the following actions to assure the proper “heat shielding” of subordinates. 

Provide subordinate leaders with the training and guidance necessary to allow them to make sound risk decisions according to USN ORM principles. 

Hold leaders as accountable for not taking needed risks as you do for taking unnecessary risks. 

Accept the moral responsibility of leaders to act on occasion as a heat shield. When the media pack is attacking, when the Congressionals are piling up, and grief-stricken parents and spouses are demanding that someone pay, it is not pleasant duty to protect a vulnerable subordinate who was simply taking a necessary risk. How much easier to step aside and let the heat descend as it will. The effective leader will not step aside and will not allow adverse action against the subordinate. Further, unless the loss event investigation changes the risk equation, the effective leader will eventually authorize resumption of the activity that led to the loss. Failure to do so will degrade mission capabilities and simply create greater future risk to the force and the national security. 

If you are the subordinate leader involved in the loss event, properly and respectfully remind your superior of your expectations that you will be appropriately heat shielded. 

SUMMARY: Heat shielding and the concepts behind it are at the heart of the ORM culture. The heat shield role is a painful, but essential, aspect of the leader’s ORM role. 

TECHNIQUE #9: DETER GAMBLING
PURPOSE: Gambling is taking risks without using the appropriate level of ORM process application. In street talk, it is using the ORM equivalent of a coin toss or roll of the dice (no five step process) as a means of risk decision-making. The purpose of this technique is to assure that individuals who exhibit unsupported and inappropriate risk taking behavior are not rewarded when they are successful. In fact, they are guided to avoid future similar behavior. In the past individuals would sometime take a gambling-type risk and when they were successful they were rewarded in one-way or another. After all, superficially the result appears to be mission excellence because something was done faster, longer, harder, etc. When this type of behavior is rewarded the gambling behavior is reinforced and similar behavior is encouraged from others. The end result is deteriorating risk standards and eventually mission destructive losses. Over time, gambling must be eliminated. ORM has given us the ability to do this. 

PROCEDURES: Leaders should take the following actions to deter gambling. 

Provide subordinate leaders with the training and guidance necessary to allow them to make sound risk decisions according to USN ORM principles. Make sure they understand exactly what gambling is and why it is bad. 

Hold leaders accountable for taking unsupported, mission negative risks even when they apparently brilliantly succeed. Use hot washes and other after action assessments as the ideal opportunity to create understanding of what gambling is and why it is bad. 

SUMMARY: Encouraging pursuit of opportunities, heat shielding, and deterring gambling are all aspects of building the ORM perspective and culture. Leaders make it happen. 

TECHNIQUE #10: USE THE POWER OF QUESTIONS
PURPOSE: The purpose of this technique is to use the leader’s power and right to ask questions to build the ORM understanding and technical competency of subordinates. The idea is to probe the extent and quality of ORM embedded in a wide range of operational proposals developed by subordinates. The possibility of occasionally of being confronted by these probing questions in turn quickly causes subordinates to get their risk management ducks in order. 

PROCEDURES: Leaders should ask the kind of questions outlined below (at end of document) as often as necessary to develop subordinates who come prepared to answer them. These questions should be used in formal briefings, staff meetings, informal contacts, when giving initial direction, and in most other leadership situations. 

SUMMARY: The power of the question is perhaps the single most powerful and easiest to use of the ORM leadership techniques. 

TECHNIQUE #11: REGULARLY MONITOR ORM PROGRESS 
PURPOSE: The purpose of this technique is to accomplish the leader’s responsibility to know what is happening; in this case to know the risk status of his or her organization. In traditional risk management applications this has been virtually impossible in smaller organizations because the number of loss events or incidents is almost always not large enough to give a statistically valid picture of what was happening. ORM offers the new tool of direct measures of risk. Using this tool, even the smallest unit leader can maintain close-to-real-time awareness of the success of risk management initiatives. 

PROCEDURES: Leaders should take the following actions to maintain reliable understanding of their organization’s risk management status. 

Establish an essential and mission supportive number of direct measures of risk. These can be measures of critical behaviors, knowledge, attitudes, conditions, or program parameters. 

Regularly use the direct measures of risk to assess status. Pinpoint areas of progress and shortfall. Take action as necessary to reinforce success and remedy shortcomings. Use the measurement data to guide these actions. 

SUMMARY: Without an essential degree of measurement there is no real management. ORM procedures for direct measurement of risk offer a highly effective measurement tool. 

TECHNIQUE #12: EXPLOIT THE ORM VALUE OF LOSS EVENT REVIEWS 
PURPOSE: The purpose of this technique is to use the hard learned lessons of loss events to improve ORM processes. A loss is an opportunity to learn. What went wrong, if anything? Could this loss have been prevented? Should it have been prevented? These are questions that are at the heart of the loss investigation, reporting, and review process. ORM processes are designed to minimize the occurrence of losses. When a loss occurs, it is completely appropriate to ask if improved ORM processes could reduce the probability or severity of another similar loss. Note that some times the answer will be that there is no way to reduce the loss probability or severity. This particular loss was an accepted risk. 

PROCEDURES: Leaders should use loss reviews as an opportunity to enhance and refine ORM processes. The following may be useful. 

Direct those responsible for loss investigations to include an assessment of the ORM process in effect at the time of the loss. This inquiry can proceed as an integrated aspect of the standard investigation process without interfering in any way with that process. 

Direct investigators to report ORM process weaknesses as loss causation factors if they are found and direct development of ORM process enhancements as corrective actions and recommendations. 

Use the power of the question to drive the process of considering ORM issues into the loss investigation and reporting process. 
SUMMARY: ORM process issues are among the most important systemic causes of loss events. Any investigative process that does not give the ORM process a detailed review is an incomplete process. 

MANAGEMENT AND STAFF OPTIONS FOR IMPLEMENTING ORM
The options outlined below may be useful in guiding successful implementation of ORM. In some cases, two or more of the options can effectively be used in combination. 

1. Integration of various loss control functions. This can be achieved by actual organizational integration, a pattern increasingly common in leading edge organizations. Alternatively, it can be accomplished by inducing the consistent integration of risk control initiatives originating within the loss control community. (Loss control community = safety, environment, physical security, fire protection, occupational medicine, and, bio-environmental engineering) 

2. Designation of a risk control “czar”. In the private sector this position is often at the vice-presidential level. The czar is responsible for the integration of all risk management activities whether or not the loss control functions have been integrated. A major role is to assure full exploitation of the “opportunity” dimension of ORM. More often than not czars are chosen for their general management expertise rather than their loss control background. The technical expertise comes from the technical experts in the loss control functional areas. 

3. ORM in its present context originated within the safety community and in most cases it is best prepared to guide its implementation of any existing function. If this option is selected special care must be directed at assuring that ORM is not confined to safety issues and that the safety staff possesses the ability to think well outside traditional safety issues. 

4. Create cross-functional steering committees and working groups. These can be across the loss control community or more desirably across all major staff functions. Ideally, the chairs of these groups are experienced senior managers capable of advancing the integration and cross-functional application of ORM. 

5. Use the existing leadership structure. In this option, each functional area is responsible for ORM within the scope of its activities. No one element leads or coordinates. This option places a heavy burden on senior commanders to assure the effective progress of the ORM effort. 

THE ORM QUESTIONS LIST
The questions outlined below are intended to accomplish three objectives. First, they are intended to help the decision maker understand the full significance of relevant risk issues. Second, they are intended to help the decision maker assess the extent and quality of the staff’s ORM effort. Finally, they are used to generate ORM understanding and expertise in the subordinates who must answer the questions. 

QUESTIONS FOR GENERAL OPERATIONS
One or more of the questions below may be useful depending on the exact circumstances of the operation.

· What level of ORM did you apply to this operation and what tools were used? 

· What risks do we face in this operation? 

· Did any databases have any risk data on this or similar operations? 

· Has any other unit performed this operation recently and have we captured any lessons learned from them? 

· What specifically is at risk? 

· What risk issues have we faced in previous similar operations and from what source(s) have you determined them? 

· What tools did you apply to hazard identification? 

· What risk barriers are limiting our capabilities and what options have you considered to overcome them? 

· Are all of our risk-related standards and standard operating procedures really supportive of mission performance in this operation? 

· What risk factors, if any, have changed since the last time we performed this mission? 

· What alternative risk controls have you considered, if any? 

· What single risk is the most likely to “bite” us in this operation? 

· What is the potential risk impact of factor ___ (name an area of concern, for example fatigue, weather, training status, etc.) and how are we assessing and controlling it? 

· Are there any areas in this operation for which our training has not fully prepared us? 

· How much input from our “operators” have you been able to obtain about risk issues facing us in this operation? 

· What do our operators think about your proposed risk controls? 

· Your risk controls look very effective. How are we going to assure that they are actually used? 

· How are we going to assess our risk management effectiveness during and after this operation? 

· Are you satisfied that we are accomplishing this mission at the limits of our capability with the least essential level of risk? 

· Within the scope of this operation, what contingency capability might a higher headquarters ask of us and what would be the risks of us giving the extra dimension? 

· If this operation goes bad and we take catastrophic losses are you satisfied that we can support our course of action? 

QUESTIONS SPECIFICALLY FOR TRAINING MISSIONS
· What differences, if any, exist between how we are about to train for this mission and how we would actually fight it? 

· Are you satisfied that our current operational procedures for combat are fully consistent with and fully exploiting our capabilities? 

· If there are differences between how we intend to fight and how we intend to train, why? Can we eliminate them? Can we mitigate them? 

· Can the risks we are taking in training be justified by real operational capabilities that can’t be achieved without the risk? 

· Are there any risk controls that we use only in training that we can use in combat without adverse consequences? If so, why shouldn’t we adopt them for combat? 

· Will any of the risk controls we are using in training actually increase risk in combat? 

· Are any of our training risk controls inappropriately increasing the cost and decreasing the efficiency of training? 

QUESTIONS SPECIFICALLY FOR BASE SUPPORT OPERATIONS
· What labor-management relations’ implications, if any, are there for the risk issues in this activity? 

· Are we in full compliance with regulatory risk controls in this activity? Are there any areas in which we are short of full compliance and what regulatory risks might we face? 

· Are we placing the public at risk in any way in this activity? 

· What risk communications issues (misperceptions, misunderstandings, fears, etc.) may arise between us and our operators, between us and the public, or between us and outside regulatory agencies? 

· Is a cost benefit assessment of our investment in risk controls appropriate in this case and if so, what is the estimated ratio? 











